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Assam e-District Pilot: Lessons Learned Assam e-District Pilot: Lessons Learned 

Challenges & Strategies Challenges & Strategies 

  

  



● Pilot was conducted in two districts 

– Goalpara & Sonitpur 

– Enabling gPO issued on 4th August, 2009

– Project was launched in November, 2010

● 15 nos. of services identified 

● Digitally signed Certificates issued 

● Plain Paper/ no Special Stationery

● Service delivery through 

– CSC and e-dist. Facilitation center

 

E-district Pilot  E-district Pilot      



 

                        

Services identified for  PilotServices identified for  Pilot        

Service category Name 

Certificate ●Permanent residence 
●Senior Citizen 
●Next of Kin 
●Non-Creamy Layer 
●Land Valuation 
●Bakijai Clearance 
●Income Certificate

Permission ●Permission for Delayed Birth Registration 
●Permission for Delayed Death Registration 
●Permission for Special Events U/s 144 CrPC 

Certified copies ●Certified Copy of Electoral Roll 
●Certified Copy of Mutation Order 

Pension ●National Old Age Pension Scheme 
●National Family Benefit Scheme 

Others ●Jamabandi for Surveyed Villages 
●Grievance 
●Information under RTI Act 2005 
●First Appellate Authority 



E-DISTRICT CERTIFICATE



 

E-district Pilot : Service Delivery 31E-district Pilot : Service Delivery 31stst March, 2013  March, 2013       

District Applications Approved Rejected Pending

Goalpara 32581 26889 2599 4851

Sonitpur 42683 35868 3483 3332

Total 75264 62757 6082 8183



● CSCs connectivity 

● Non availability BSNL bandwidth at SWAN PoPs

– State has arranged connectivity of its own

– Extra effort in terms of time & cost
● Unreliable power down below DHQ 

– Higher rate of damage of IT assets 

E-district Pilot : Challenges on the ground E-district Pilot : Challenges on the ground     



● Digital signature management

– Transfer of Officials

– Delay in issuance
● Equipment down time

● PoP Connectivity downtimes

● CSC connectivity downtimes

● Temptation for manual issuance

E-district Pilot : Challenges on the ground E-district Pilot : Challenges on the ground     



● Public outcry and emergencies

– Dead-lines:
● Certificates needed for jobs and admissions

– Mainly due to system downtime 

– Non Acceptance of certificates by certain authorities
● Newly transferred officials' resistance to change

● Are VLEs and officials developing a nexus?

● Now implemented FIFO

● Lack of awareness and publicity

E-district Pilot : Challenges on the ground E-district Pilot : Challenges on the ground     



● State initiatives on connectivity 

● Solar power for CSCs and PoPs

● Digital signature: Sub CA by AMTRON

● Bringing offices outside the DC establishment in the loop

– Police

– Health 

– Zilla Parishad/Caste certificate issuing NGOs

● SMS integration  

● Call center

● Manpower at Circle Office level being thought

E-district Roll Out : New StrategiesE-district Roll Out : New Strategies    



● SSDG Integration already achieved on  31.03.2013

– Only two services on pilot basis: PRC/DBDC

– SMS integration with SSDG

● State's own gateway
– Payment gateways: 

● ICICI PG tested
● Youpay PG underway

– SCA portal Integration issues under process
● SCA portal
● SCA PG

E-district Pilot : SSDG IntegrationE-district Pilot : SSDG Integration    



● Revised BPR for each service

● Repository of DSC

● Access from anywhere: Mobile/ SSDG

– SSDG declared as compulsory  for all e-services

● Focus on Across the Counter Services

● Revamping of Pilot application for state wide roll out

● Cloud based services

– Cloud already functional in MiniSDC

E-district Roll Out : E-district Roll Out :  High Lights  High Lights 



DPM RECRUITMENT:
EXPERIENCE SHARING



Essential Qualifications
∗ Name of Post: e-District Project Manager

∗ No. of Posts: One post in each of the 27 districts in the State 

of Assam.

∗ Educational Qualification: BSc. Tech. / B. Tech. / MCA / B.E. / 

MBA / M.Sc. in Computer Science Engineering or Information 

Technology / DOEACC ‘B’ Level certificate from reputed 

institutions with 65% marks in aggregate or equivalent in the 

final examination

∗ Work Experience: A minimum of 2 years of work experience, 

preferably in IT / e-Governance related field is essential.

∗ Age limit: The candidate should have been born not earlier 

than 1st July 1977 and not later than 1st July 1991



Web Registration & Login

After registration, applicants were 
required to login to the system 

with the username and password 
sent in their email ids.
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Written Test & Interview

∗  Written Two Papers: Total 3 Hours

∗ Paper 1: Objective Type, OMR based, 150 Marks, 2 Hours

∗ Paper 2: Descriptive Type with questions on eGovernance, 

NeGP, etc., 40 Marks, 1 Hour

∗  Paper 1 result  OMR based

∗ Evaluated on the Spot

∗ Examinees informed who qualified in Paper 1

∗ Move to Interviews with Paper 2 evaluation

∗ Interviews



Training & Capacity Building 
of DPMs

∗ 1 month training proposed from 22nd April, 2013

∗ Complete familiarization to NeGP Frameworks

∗ Field visits for CSCs, SWAN PoPS, e-Dist Pilot

∗  Exposure on SSDG, SDC, Cloud, MMPs

∗ Exposure on existing applications

∗ Familiarization on District Administration

∗ Office productivity Suite

∗ Accounting and MIS

∗ Digital signature management  



THANK YOU



Dr. RAJESH NARANG 

NeGD, DeitY 

 



 Eberhardt Rechtin’s definition of system architecture 
states  -  

   “A system is defined as a set of different elements so 
connected or related as to perform a unique function 
not performable by the elements alone.” 

 

 The 'architecture' is “what it is a top-down 
description of the structure of the system. The whole 
is greater than the sum of the parts, that is, the 
system has properties beyond those parts.” 

 

   

 



Operations& Management                      

Functional 
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 Thus Functional Architecture (FA) is defined as an architectural 
model which represents at a high level the software product's 
major functions from a usage perspective, and specifies the 
interactions of functions, internally between each other and 
externally with other products. 
 

 How to prepare 
◦ Divide functionality into unambiguous modules following the principles of 

hiding information and separating concerns, with well-defined interfaces. 
◦ Modules should be developed   independently from one another as far as 

possible.  
◦ Architecture should be  independent of technical changes.  
◦ Architecture should be independent of particular commercial products. 
◦ Separating out  modules that “produce data” from modules that “consume 

data”. 
◦ Small number of simple integration patterns at different touch points such 

as front end, middleware and endpoints  to increase performance, 
enhance reliability and modifiability. 



 The  technical architecture is  broken down into  
 

◦ Application Architecture. Explains Presentation, Business and Data 
Access layer.  
 

◦ Data Architecture. Defined through schema which in turn defines 
the security of data. Different data architecture models have been 
considered to demonstrate how security and ease of data 
management varies for them. 

 
◦ Technology Architecture.  Defines technology for all application 

layers. It is recommended that Organizations or governments 
develop form utilities, message routing engines, common services 
such as eAuthentication,  ePayment, SMS etc. centrally and allow 
different units of organization or ministries to use them, build 
component based architecture and provide solution of an IT 
project. 
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ICT Infrastructure 
 

 SDC 
 SWAN 
 CSC 

 

Integration Services 
 

 SSDG  
 MSDG 

 

Common Services 
 Payment Module 
 Administration Module 
 Document Repository 
 e-Praman (e-

Authentication) 
 Localisation 

 

 

Interaction Services 
 

 e-Forms 
 State portal 
 Service Publication and 

Discovery 
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 Delivery of Services and transactions 

 Minimizing the Time to Give Benefits to Citizens   

 Ensuring the optimal use of Infrastructure  

 Attempting Rapid Replication 

 Redesigning the Architecture 
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 Goal of any e-Governance Application should be 
Service & Transaction Orientation 

 Integrated Framework is a set of Interventions 
required to achieve this goal  

 The Framework touches upon the aspects relating 
to People, Process, Technology & Implementation 
Model 

 Steps Include Sourcing of Applications, Selection 
of Implementing Agency, Phasing and Scheduling 
of Services and Data Digitization among others. 

 



 

 Current applications deliver services in a Silo 
◦ A dedicated portal with a backend available to 

limited departments 

◦ Tightly coupled Frontend and Backend with low 
configurability 

◦ Each application developing authentication and 
authorization logic 

◦ The Business layer logic is designed keeping in 
mind specific needs of a particular department 

◦ Data of all departments is kept in same database  
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 As an Intermediate Architecture 
◦ Extract the Presentation Layer and move the forms 

to State Portal for Citizen access 
◦ Existing applications will continue to use its 

business layer and database to provide end to end 
solution 

◦ New MMPs/Applications will be integrated with 
SSDG and these applications will have their own 
workflow and DB 

◦ Once new departmental applications emerge, data 
should be migrated from existing applications e.g. 
PDS data to be migrated from eDistrict to PDS MMP. 
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Architecture – with 
Department specific databases 

Move 
towards 



 
 As a Final Architecture 
◦ All applications should be integrated with SSDG via 

SP & SAP connectors 
◦ All departmental applications will have their own 

separate database 
◦ Common activities such as e-Payment, citizen and 

user authentication should utilize central services  
◦ Design and build accounting module to keep track 

of transactions 
◦ Use of Digital signatures to ensure security and 

data integrity 
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 Long Term Vision 
◦ To leverage advantage of cloud computing such as 

efficient use of ICT Infrastructure, elasticity, rapid 
scalability 

◦ A single application can be used by various states to 
deliver similar services. 
 Single Database, Single Schema  

 State specific forms and workflow 

◦ Multiple instances of an application suitable tailored for 
each state’s requirements 
 Separate Database  

 Separate forms and workflow 
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SSDG 

State 1 

PDS 

SW 

RC 

RTI 

Cert 

LR 

State 2 

PDS 

EMP 

RC 

RTI 

Cert 

Lic 

Service Plus 

PDS 

SW 

RC 

RTI 

Cert 

Any 
other 

BUSINESS SERVICE 
LAYER 

DATA ACCESS 
LAYER 

DATA ACCESS 
LAYER 

DATA ACCESS 
LAYER 

BUSINESS SERVICE 
LAYER 

BUSINESS SERVICE 
LAYER 

STATE PORTAL 

Department CSC 

NSDG 
GoI Applications 

(PAN/ AADHAAR/ Electoral 
DB/ others) 

Common Applications 
(e-payment, SMS, National 
Service Directory, language, 

etc.) 

CLOUD 

SSDG 

STATE PORTAL 

Department CSC 

SSDG 

STATE PORTAL 

Department CSC 

Physical Compute Power in Data Center at Delhi 

Virtual Machine 1 Virtual Machine 2 Virtual Machine 3 

SOAP 
HTTPS 

Legends 

Cloud Architecture: enabling Rapid Replication 
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•Define Security Policy for Network Devices 
•Articulate Security Policy for different types of servers 
•Design Secure Applications using OWASP Top 10 Recommendations 
•Use Cryptographic Algorithms of appropriate and latest Key Lengths 
•Apply Principles of Data Privacy 
 

Remedies 

STRIDE Model  

E-SAFE Model 

Identification of Critical 
Assets and their 
vulnerabilities 

Risk Assessment 

Threat Modeling 

Sensitivity 
Assessment of 
Application Security 

Assets Vulnerability 



 Impact on Organization (Tangible) 
Cost of damaged assets 
Cost of Recovery 
Loss of revenue 

 

 Impact on Organization (Intangible) 
Loss/deterioration of functionality 
Loss of image/reputation 
Statutory/Legal/Contractual noncompliance 

 

 Impact on Individuals 
Financial loss 
Intangible loss 
Injury or Death 

 



Score Rating Ratings Impact 

0-4 L L-L-L=L L-L-M=M 

5-7 M M-M-M=M M-M-H=H 

8-10 H H-H-H=H L-M-H=H 

Key to table  L:LOW M:MEDIUM H:HIGH 



                            IMPACT ASSESSMENT FOR E-DISTRICT 
Step 1: Impact on Organization 

(Tangible) 

  

  

Cost of Damaged 

Assets 

1 

Cost of recovery 1 

Loss of revenue 1 

Total 3 

Tangible Impact on 

organization 

LOW 

Step 2: Impact on organization Loss of functionality 3 

Loss of Reputation 3 

SLA Non conformance 3 

Total 9 

Impact on organization HIGH 

Step 3: Impact on individual Financial loss 1 

Intangible Loss 1 

Injury and death 0 

Total 2 

Impact on individual LOW 

Security Category for e-district 

Application 

Low-High-Low HIGH IMPACT 



SDC  Web Server 

Security  

Mail Server 

Security 

Database 

Server Security 

Patch 

Management 

Configuration 

Management 

Asset 

Management 

OS Hardening 

Biometric 

Authentication 



SWAN IPS  

IDS 

Firewall 

Router Switches 

VPN 

Content 

Filtering 

Strong 

Protocols 



Secure 

Design 

Principles 

Input 

Validation 
Least 

Privilege  

Maintain 

System 

Integrity 

Sand Boxing 

Event & Log 

Management Dynamic 

Memory 

Allocation 

Anti XSS 

Libraries 

Canonical 

Data Formats 

Cryptography 

Audit 

Checklist 

 



1. Un-validated input: The input requests received for web applications need to be checked 
 

2. Broken access control: Restrictions and privileges what the authenticated users can do should be defined 
 

3. Broken authentication and session management:  Account privileges and session tokens are not properly 
enforced, in such cases, attackers take control of passwords, session cookies and assume other users’ identities. 
 

4. Cross site scripting (XSS) flaws: Such an attack can lead to compromise of session token, attack the local machine 
or spoof contents to fool the user. 
 

5. Buffer Overflows: The web applications which do not validate input can get crashed, the specific web components, 
which can get crashed include CGI, libraries, drivers and server components of web application. 

 
6. Injection flaws: If an attacker embeds malicious commands in SQL parameters, the external system such as 

RDBMS will execute these commands on behalf of web application 
 

7. Improper error handling:  It can result in divulging detailed system information to the attackers. 
 

8. Insecure storage: Generally, cryptographic functions and user code are not integrated properly, resulting in 
disclosure of keys and weak protection. 
 

9. Denial of service (DoS): Attackers by sending fictitious requests consume Web application resources to such an 
extent where other legitimate users can no longer access or use the application.  

 
10.  Insecure configuration management: Default configurations are generally prone to security risks so they must be 

changed. 



 
 
 
 
 
By choosing the input field “user” to be  
' OR 1=1— 
 
The attacker can get access to all records of 
table accounts.  
 
SELECT * FROM accounts WHERE acc_user='’ 
OR 1=1- 
 
 
  
 

    SqlDataAdapter my_query = new 

SqlDataAdapter ("SELECT * FROM 
accounts WHERE acc_user='" + user + "' 
AND acc_password='" + password + 
'"',the_connection); 

 SqlDataAdapter my_query = new SqlDataAdapter( 

"SELECT * FROM accounts WHERE acc_user= 
@user AND 
acc_password=@pass", the_connection); 
SqlParameter userParam = 
my_query.SelectCommand.Parameters.Add( 
"@user",SqlDbType.VarChar,20); 
userParam.Value=user; 
SqlParameter passwordParam = 
my_query.SelectCommand.Parameters.Add( 
"@pass",SqlDbType.VarChar,20); 
passwordParam.Value=password; 

 

This ensures that the apostrophe character is 
properly escaped, and will not jeopardize the 
application or the SQL database. At the same 

time, the 
apostrophe will not be blocked, which is an 

upside of this approach  

Sql Injection Attack 



Districts Population No. of Transactions For 
all 25 Services 

(Per Month  Per 
Service) for 3 

consecutive months 

No. of Transactions 
for 10  Services attain 

High Volume  Per 
Month Per Service for 
3 consecutive Months 

Total No. of 
Transactions for all 25 

Services  
(Per Month ) 

Less than 5 Lakhs 10 50 750 

 

Between 5 & 10 Lakhs 20 100 1500 

More than 10 Lakhs 30 150 2500 

Note:    
•At least 3 High Volume Services are amenable for delivery Across 
the Counter 
•Service means submission of application by citizens, back end 
processing and service delivery 
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